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Why synthetic data? Why this project?

● Synthetic data has become 
increasingly and widely used for 
privacy-preserving data sharing and 
ML-based tasks

● Tabular data appears in healthcare, 
finance, and other sensitive domains

● … but synthetic ≄private by default, 
privacy can still be leaked

● Need to measure both privacy and 
utility to evaluate real-world safety

Privacy?? Utility??

Motivation
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Research Question & Goals

To what extent does synthetic tabular data leak private information 
from training records, and how well does it support downstream ML 
tasks?

● Quantify privacy risk using membership inference attacks (MIAs)
● Measure utility by training models on synthetic data, testing on real 

holdout
● Analyze privacy-utility tradeoff 
● Evaluate across multiple models and datasets

Research Question
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Datasets and Synthetic Data Generators

Datasets: 
● UCI Adult
● Bank Marketing

Synthetic Generators:
● CTGAN (deep generative 

model)
● TVAE (variational 

autoencoder)
● GaussianCopula (statistical 

baseline)

Datasets and Generators
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How Is Privacy Evaluated?

Membership Inference Attacks (MIAs)

● Can an attacker guess if a real person’s data 
was used in training?

● Attempts to infer whether a specific indiv.’s 
data was part of model’s training set [5]

Three Evaluations:

● Distance-based (unsupervised): If real 
training records are “closer” to synthetic 
data

● Model-based: logistic regression trained to 
predict membership

● Worst-case: Focus on only 10% of most 
exposed records

Metric: AUC (0.5 = safe, >0.5 = leakage)

Methods
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How Is Utility Evaluated?

● Train ML models on 
synthetic data

● Test them on real, 
unseen holdout data

● Metrics: Accuracy, FQ, 
ROC AUC

Goal: Can synthetic data be 
used for useful ML?

Methods
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Privacy-Utility Tradeoff

● Not just “how private?” or “how 
useful?” … but both

● Tradeoff plots compare:
○ X: Accuracy on real holdout
○ Y: Privacy Risk (MIA AUC)

Tradeoff Concept:
● Stronger utility often comes with 

higher privacy leakage

Theoretical “Sweet Spot”
● High utility, no privacy risk

Results
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Summary

● This work implements a complete empirical evaluation of tabular synthetic 
data across three dimensions:
○ Privacy risk: via membership attacks (distance-based, model-based, 

worst-case)
○ Predictive utility: using classification models trained on synthetic data, 

test on real holdout sets
○ Privacy-utility tradeoff: visualized to assess balance between risk and 

usefulness
● The evaluation is applied to:

○ 2 real-world datasets: UCI Adult, Bank Marketing
○ Three generation methods: CTGAN, TVAE, GaussianCopula
○ Two classifiers for utility assessment: Logistic regression, Random 

forest

Conclusion
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